Mohammad Ali Zarein

Tehran, Tehran Province, Iran

m.ali.zarein@gmail.com

linkedin.com/in/mohammad-ali-zarein-20786880

Summary

With a BASc in Computer Software Engineering from Islamic Azad University and multiple certifications from
MikroTikSA, Fortinet, SEMATEC, and others, | have developed a strong foundation in cybersecurity, network
administration, and network security. | am currently a Security Professional at Cyber Soha, where | consult and do
all IT work and network security and sell equipment to companies and government organizations.

Previously, | worked as an SoC architect at Razhman Algorithm Hoppad and as the head of network security at
Alborz Province Computer Trade Union Organization. In these roles, | monitored, implemented, and improved the
security measures and checklists for various IT systems and networks, and fixed known CVEs for the agency. |
am passionate about increasing the security and efficiency of IT systems and networks and can bring different
perspectives and experiences to the team based on my work with different customers and departments.

Experience

Security Professional

Cyber Soha

Mar 2021 - Present (3 years 2 months)

Consulting and doing all IT work and network security and selling equipment to companies and
government organizations

SoC Architect

Razhman Algorithm Hoppad
Sep 2022 - Sep 2023 (1 year 1 month)
SOC expert monitoring

¥ Head of Network Security

Alborz ICT Guild Organization (NSR) j_Jl gliwl sl &bl oo plas olojlw

Jul 2022 - Jul 2023 (1 year 1 month)

Arranging security measures and checklists of Alborz province and security measures and inspection of
the province's organs - and fixing known CVEs

"” IT and network security consultant
Alborz ICT Guild Organization (NSR) I ¢luwl sl 6bl) o elas olojlw
Jul 2017 - May 2023 (5 years 11 months)
IT and network security consultant of Iran Computer Trade Union Organization
Advice to companies and government organizations and solutions for implementing different software
and hardware according to the needs of organizations and the number of clients and servers and their
network security
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« = Security Manager

APK Co. ICT Solutions & Security Consultancy Company

Jun 2021 - Nov 2022 (1 year 6 months)

Responsible for the network security of the Research Center of the Ministry of Roads, Housing and
Urban Development-BHRC

Configuration and support : FortiGate-FortiWWeb-FortiAnalayzer-KerioControl-Cisco R&S-Splunk

@ Cyber Security Specialist
MTN Irancell

Jul 2020 - Jul 2021 (1 year 1 month)
Symanten end point protection antivirus console admin - With 5000 users

 Help Desk Technician

sl waige oS | Green Cloud LLC

Oct 2015 - Dec 2017 (2 years 3 months)

Passive: Cabling and trunking with Legrand products

Active: installing ESXI and installing Windows Server and its settings

w22 Network Administrator

HyperME
Mar 2014 - Mar 2015 (1 year 1 month)

Education

)f Islamic Azad University
Bachelor of Applied Science - BASc, Computer Software Engineering

Licenses & Certifications

MTCNA - MikroTikSA
1512NAG36

MTCRE - MikrotikSA
1603RE016

MTCTCE - MikroTikSA
1605TCE121

MTCUME - MikroTikSA
1605UMEQ096

MTCWE - MikroTikSA
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1603WE024

MTCTCE - MikroTikSA
1706 TCE6392

@j Network+ - Tehran Institute of Technology

MTCUME - MikroTikSA
1706UME6398

® _ Administering Windows Server 2012 R2 - Tehran Institute of Technology

& Configuring Advanced Windows Server 2012 R2 (I) - Tehran Institute of
Technology

@, Designing and Implementing a Server Infrastructure - Tehran Institute of
Technology

@’ Configuring Advanced Windows Server 2012 R2 (ll) - Tehran Institute of
Technology

¢, Windows Server 2012 R2 - Tehran Institute of Technology
@, Configuring Windows 8.1 - Tehran Institute of Technology

Fortinet Network Security Expert Level 2: Certified Associate - Fortinet
aJHZBiNvPa

Fortinet Network Security Expert Level 1: Certified Associate - Fortinet
ZHrbyovldY

#/» Fundamentals of Cloud Security - Palo Alto Networks
#/» Fundamentals of Network Security - Palo Alto Networks
#/» The Fundamentals of SOC - Assessment - Palo Alto Networks

#/» The Fundamentals of SOC (Security Operations Center) - Palo Alto Networks
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@ Cisco Certified Network Associate Routing and Switching (CCNA) - Tehran
Institute of Technology

% CEH & PWK - SEMATEC
8681423

@ Fortinet NSE 4 - SEMATEC
8681423

{ Security + - CanDo
02/58043

@j; Security + - Tehran Institute of Technology

oA

Web Application Security 1.0 Self-Paced - ISC2
<) FortiGate 7000 Series 6.0 Self-Paced - ISC2
Fortilnsight 5.2 Self-Paced - ISC2
5o NSE 5 FortiEDR 5.0 Self-Paced - ISC2
E<) FortiDDoS 4.5 Self-Paced - ISC2
A Splunk Certifications - Splunk

WordPress - Higher Education Kherad

® WordPress - MPT Academy
46330421

“” Chairman of Afta and Network Security Commission - Alborz ICT Guild
Organization (NSR) j_Jl oluwl sl &bl euo plas Glojlw

“1’ Information technology consultant (Network and Internet) - Alborz ICT Guild
Organization (NSR) I Gl sl &bl euo plas Glojlw

%+ Elastic Stack SIEM Expert - Elastic
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TCN-0003533

Network Intrusion Detection - SANS Institute
TCN-0002533

E Fortigate Expert - Fortinet
TCN-0004249

E Fortiweb Expert - Fortinet
TCN-0001918

E Fortinet Network Security Expert Level 3: Certified Associate - Fortinet
nuTBv8uk9H

@ Network security - The Open University

@ Information security - The Open University

57
jil o]

Learning from major cyber security incidents - The Open University

i

Digital forensics - The Open University
Cyber Security Framework - BrightTALK
Security Considerations for Low Code/No Code - BrightTALK

OWASP Top 10 - 2021 - Cybrary
CC-83edf39e-5223-40b7-a7d9-98a3ca1bfbae

m Prepare for the CompTIA Network+ (N10-008) Exam - LinkedIn
m Prepare for the CompTIA Security+ (SY0-601) Certification Exam - LinkedIn

m Prepare for the ISC2 Information Systems Security Professional (CISSP)
Certification Exam (2021) - LinkedIn

m Prepare for the Certified Information Security Manager (CISM) Certification Exam
(2022) - LinkedIn
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m Prepare for the CompTIA Cybersecurity Analyst (CySA+) (CS0-003) Certification
- LinkedIn

m Prepare for the CompTIA Advanced Security Practitioner (CASP+) (CAS-004)
Exam - LinkedIn

m Prepare for the CompTIA PenTest+ (PT0-002) Certification Exam - LinkedIn
[f}] Master the OWASP Top 10 - Linkedin
m Become an IT Security Specialist - LinkedIn

d ISMS-1IS027001-2022 - CanDo
Issued Oct 2023 - Expires Oct 2033
02/61783

m Prepare for the CompTIA Cloud+ (CV0-003) Exam - LinkedIn

ISMS ISO 27001 - Sepehr Amn Academy
ISMS-008

CIS Critical Security Control v8 - Sepehr Amn Academy
ISWB-03

Dl ciso as service - Diyako Secure Bow
DSB-Gc1pWA-EXiJIgbzOKD-Cssi--H6jp0gO-MOtt

Skills

Network Services ¢ Network Security Implementation + Network Design  Network Administration
Passiv & Activ ¢ ISO 27001 - Information Security ¢ Certified Information Security Manager (CISM)
CISSP -+ Information Security Management System (ISMS)
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